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DETAILED ACTION 
Status of Claims 

Claims 1-18 are pending in this office action, claims 1, 7, 8, and 14-18 are newly 
; amended. 

Applicant's arguments filed on February 6, 2004, have been fully considered but 
{ they are not persuasive. 

Claim Rejections - 35 USC § 101 

35 U.S.C. 1 01 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 17 and 18 are rejected under 35 U.S.C. 101 because nonstatutory 
; subject matter is claimed. A data processing program is nonstatutory subject matter as 
a result is unpatentable. Refer to MPEP 2106. 

Rejections 

The text of those sections of Title 35, U.S. Code not included in this action can 
. be found in a prior Office action. 

Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
\ U.S. Patent 5,805,700 to Nardone et al. in view of U.S. Patent No. 5,412,730 to Jones. 
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Referring to claim 1, Nardone et al. teach a data processing apparatus 
comprising: 

• input means for inputting data to be transmitted [see Figure 5, (CVD+), 16]; 

• extracting means for extracting a particular portion of the data input from the 
input means [column 4, lines 49-51]; 

• encrypting means for encrypting the particular portion extracted by the extracting 
means [see Figure 5, Encryption Module, 12']; 

• combining means for combining the particular portion encrypted by the 
encrypting means with a remaining portion not extracted by the extracting means 
[figure 81: and 

Nardone et al. do not teach a transmitting means for transmitting data combined 
. by the combining means. 

Jones does teach a transmitting means for transmitting encrypted and non- 
; encrypted data [see Figure 1,13, communication channel]. 

It would have been obvious to one of ordinary skill in the art at the time the 
• invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
: transmitting means. One of ordinary skill in the art would have been motivated to 
i modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
i authorized users over insecure communication channels. 

Referring to claims 2 - 4 and 6, Nardone et al. as modified teach a data 
i processing apparatus according to claim 1 , wherein [see column 2, lines 46-48]: 
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• the data is print data, and the extracting means extracts a print control code from 
the print data as the particular portion. 

• the data is image data whose one pixel has a plurality of bits, and the extracting 
means extracts predetermined upper bits of each pixel from the image data as 
the particular portion. 

• the data is voice data encoded into codes each having a plurality of bits, and the 
extracting means extracts predetermined discrete bits of each code from the 
encoded voice data as the particular portion. 

• the data is data compressed by using a conversion table, and extracting means 
extracts the conversion table from the compressed data as the particular portion. 
Nardone et al. teach a selective encryption using video data, which is in digital 

format. Image data, voice data, compressed data, and print data, once read into a 
computer, are also in digital format. 

Referring to claim 5, Nardone et al. as modified teach a data processing 
apparatus according to claim 4, wherein the extracting means extracts bits at a 
predetermined interval of bits from each code [see Figure 4]. 

Referring to claim 7, Nardone et al. teach a data processing apparatus according 
to claim 1, further comprising transmission buffer means , wherein said combining 
means combines the particular portion encrypted by the encrypting means with the 
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remaining portion not extracted by extracting means, iji.the transmission buffer means 
[figure 8, Selector 12", {CVD+} 18]. 

Referring to claim 8, Nardone et al. teach a data processing apparatus 
comprising: 

• extracting means for extracting an encrypted portion from the data received by 
the receiving means [column 4, lines 49-51]; 

• decrypting means for decrypting the encrypted portion extracted by the extracting 
means [see Figure 5, Encryption Module, 12']; 

• combining means for combining the portion decrypted by the decrypting means 
with a remaining portion not extracted by the extracting means [figure 81; and 

• output means for outputting data combined by the combining means [see Figure 
5, {CVD+}, 18]. 

Nardone et al. do not explicitly teach a decryption side, though they do suggest a 
decryption side [column 3, lines 60-61]. 

Jones explicitly shows [see Figure 3] that the process performed on the 
encryption side (transmitting side) is the reverse process of that performed on the 
decryption side (receiving side). So with the teachings of Jones in mind, it is obvious to 
one skilled in the art that though Nardone et al. do not explicitly teach decryption in the 
above mentioned manner in order for the data to be decrypted a mirror process must 
occur. 

Nardone et al. do not teach a receiving means for receiving data. 
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Jones does teach a receiving means for receiving data [see Figure 1,13, 
communication channel]. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
transmitting means. One of ordinary skill in the art would have been motivated to 
modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
authorized users over insecure communication channels. 

Referring to claims 9 -1 1 and 13, Nardone et al. as modified teach a data 
processing apparatus according to claim 8, wherein [see column 2, lines 46-48]: 

• the data is print data, and the encrypted portion is a print control code. 

• the data is image data whose one pixel has a plurality of bits, and the encrypted 
portion is predetermined upper bits of each pixel of the image data. 

• the data is voice data encoded into codes each having a plurality of bits, and the 
encrypted portion is predetermined discrete bits of each code. 

• the data is data compressed by using a conversion table, and the encrypted 
portion is the conversion table. 

Nardone et al. teach a selective encryption using video data, which is in digital 
format. Image data, voice data, compressed data, and print data, once read into a 
computer, are also in digital format. 
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Referring to claim 12, Nardone et al. as modified teach a data processing 
apparatus according to claim 1 1 , wherein the encrypted portion is bits of each code at a 
predetermined interval of bits [see Figure 4], 

Referring to claim 14, Nardone et al. as modified teach a data processing 
apparatus according to claim 8, further comprising output buffer means , wherein said 
combining means combines the particular portion extracted by the extracting means 
with the remaining portion not extracted by the extracting means in the output buffer 
means [figure 8, Selector 12", {CVD+} 18]. 

Referring to claim 15, Nardone et al. teach a data processing method comprising: 

• an input step of inputting data to be transmitted [see Figure 5, (CVD+), 16]; 

• an extracting step of extracting a particular portion of the data input at the input 
step [column 4, lines 49-51]; 

• an encrypting step of encrypting the particular portion extracted at the extracting 
step [see Figure 5, Encryption Module, 12']; 

• a combining step of combining the particular portion encrypted at the encrypting 
step with a remaining portion not extracted at the extracting step [figure 81; and 
Nardone et al. do not teach a transmitting step of transmitting data combined at 

the combining step. 

Jones does teach a transmitting step of transmitting data combined at the 
combining step [see Figure 1,13, communication channel]. 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
transmitting means. One of ordinary skill in the art would have been motivated to 
modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
authorized users over insecure communication channels. 

Referring to claim 16, Nardone et al. teach a data processing method comprising: 

• an extracting step of extracting an encrypted portion from the data received at 
the receiving step [column 4, lines 49-51]; 

• a combining step of combining the portion decrypted at the decrypting step with a 
remaining portion not extracted at the extracting step [figure 8];_and 

• an output step of outputting data combined at the combining step [figure 8], 
Nardone et al. do not explicitly teach a decryption side, though they do suggest a 

decryption side [column 3, lines 60-61]. 

Jones explicitly shows [see Figure 3] that the process performed on the 
encryption side (transmitting side) is the reverse process of that performed on the 
decryption side (receiving side). So with the teachings of Jones in mind, it would have 
been obvious to one skilled in the art that though Nardone et al. do not explicitly teach 
decryption in the above mentioned manner in order for the data to be decrypted a mirror 
process must occur. 

Jones does teach a receiving step of receiving data [see Figure 1,13, 
communication channel]. 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
transmitting means. One of ordinary skill in the art would have been motivated to 
modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
authorized users over insecure communication channels. 

Referring to claim 17, Nardone et al. teach a data processing program for 
controlling a computer to perform data processing [see column 4 f lines 57-59], said 
program comprising codes for causing the computer to perform: 

• an input step of inputting data to be transmitted [figure 8, (CVD+) 16]; 

• an extracting step of extracting a particular portion of the data input at the input 
step [column 4, lines 49-51]; 

• an encrypting step of encrypting the particular portion extracted at the extracting 
step [column 4, lines 48-51]; 

• a combining step of combining the particular portion encrypted at the encrypting 
step with a remaining portion not extracted at the extracting step [figure 81. 
(CVD+) 18 : and 

Nardone et al. also do not teach a transmitting step of transmitting data 
combined at the combining step. 

Jones does teach a transmitting step of transmitting the particular portion 
encrypted at the encrypting step and a remaining portion not extracted at the extracting 
step, [see Figure 1,13, communication channel]. 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
transmitting means. One of ordinary skill in the art would have been motivated to 
modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
authorized users over insecure communication channels. 

Referring to claim 18, Nardone et al. teach a data processing program for 
controlling a computer to perform data processing [see column 4, lines 57-59], said 
program comprising codes for causing the computer to perform: 

• an extracting step of extracting an encrypted portion from data received at the 
receiving step [column 4, lines 49-51]; 

• a combining step of combining the portion decrypted at the decrypting step with a 
remaining portion not extracted at the extracting step [figure 8, (CVD+) 181: and 

• an output step of outputting data combined at the combining step [[figure 8, 
(CVD+i 181 . 

Nardone et al. do not explicitly teach a decryption side, though they do suggest a 
decryption side [column 3, lines 60-61]. 

Jones explicitly shows [see Figure 3] that the process performed on the 
encryption side (transmitting side) is the reverse process of that performed on the 
decryption side (receiving side). So with the teachings of Jones in mind, it would have 
been obvious to one skilled in the art that though Nardone et al. do not explicitly teach 
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decryption in the above mentioned manner in order for the data to be decrypted a mirror 
process must occur. 

Nardone et al. do not teach a receiving step of receiving data . 

Jones does teach a receiving step of receiving data [see Figure 1,13, 
communication channel]. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Nardone et al.'s system to include Jones' teaching of a 
transmitting means. One of ordinary skill in the art would have been motivated to 
modify Nardone et al.'s as above for the purpose of allowing the data to be sent to 
authorized users over insecure communication channels. 

Response to Arguments 

Applicant amends claims 1, 7,8, and 14-18. 
Applicant Argues: 

1. Independent claims 1,15, and 17 are not taught by Nardone et al. or Jones, 
alone or in combination, to include extracting a particular portion of data, 
encrypting the particular portion that was extracted, combining the encrypted 
portion with the remaining portion of data that was not extracted, and transmitting 
the combined data. 

2. Independent claims 8, 16, and 18 are not taught by Nardone et al. or Jones, 
alone or in combination, to include extracting a portion of data, decrypting the 
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extracted portion, combining the decrypted portion with the remaining portion of 
data that was not extracted, and outputting the combined data. 
3. Dependent claims 2-5 and 9-14 are allowable based upon their dependency on 
allowable claims 1 and 8. 

Regarding argument 1 examiner disagrees with applicant. Nardone et al. teach 
i a Selector in figure 8, which "selects" a basic transfer unit for encryption. By selecting 
■ the basic transfer unit for encryption the unit is extracted from the remaining data 
: portion that is not extracted/encrypted. The extracted portion is then combined with the 
; remaining portion of the data that is not extracted and output as a partially encrypted 
i compressed video data {CVD+} from the Selector of figure 8. Though Nardone et al. 
• does not explicitly teach transmitting the combined data, though it is suggested by 
j Nardone et al. in column 3, lines 59-61 , Jones discloses a transmitting step to transmit 

the combined data of Nardone et al. 

Regarding argument 2., examiner disagrees with applicant. Nardone et al. teach 

a a Selector in figure 8, which "selects" a basic transfer unit. Though Nardone et al. 
\ does not explicitly teach decrypting the extracted portion, though it is suggested by 
; Nardone et al. in column 3, lines 59-61 , Jones discloses a decryptor to decrypt the 
; extracted data. The extracted portion is then combined with the remaining portion of the 

data that is not extracted and output as combined data as taught by Nardone et al. 
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Regarding argument 3., examiner disagrees with applicant. Based on the 
arguments set forth by the examiner for arguments 1 . and 2., the dependent claims 
stand as rejected. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sara Bowes whose telephone number is 703-305-0326. 
The examiner can normally be reached on 7:30-4:00, Monday - Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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